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Units and offices are enjoined to dispose excessive copies of documents in such a way that the 
data therein cannot be reconstituted, provided that the following requisites are met:11 

a. There is no law or regulation requiring the continued use or retention of the document; 
b. UP Diliman has no foreseeable indispensable need for the document; and  
c. No data subject rights shall be violated.  

The following issuances may serve as a guide in determining the periods for the processing, which 
includes the retention and disposal, of personal data: 

1. The Data Privacy Act of 2012, its Implementing Rules and Regulation, and relevant 
issuances of the National Privacy Commission; 

2. The National Archives of the Philippines Act of 2007, its Implementing Rules, and relevant 
issuances of the National Archives of the Philippines; 

3. Policies, guidelines, and rules of the UP System and UP Diliman; 
4. Research guidelines and Ethical Codes of Conduct adopted by the University of the 

Philippines Diliman; and 
5. Executive Order No. 2, series of 2016 on Freedom of Information and subsequent related 

executive orders and laws. 

In the absence of applicable rules on retention, personal data shall be retained and disposed by 
units and offices in accordance with the practices of government agencies with analogous 
functions. 

 

Chapter II  System and Data Access and Control Policy 

 

Section 1: Access 
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Fourth
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The suggested Filipino version of the notice is as follows: 

Pabatid sa Pribasiya at Pagiging Kumpidensiyal 

Ang mensaheng ito, kasama ang mga karugtong, at anumang mga kalakip ay 
pribado at kumpidensiyal. Maliban sa tunay na layunin ng mensahe, walang bahagi 
nito o identidad ng tao ang maaaring ibunyag, kopyahin o ipalabas nang walang 
pahintulot mula sa nagpadala. Kung di-sadyang natanggap o nabasa ang 
mensaheng ito nang walang pahintulot, agad na ipagbigay-alam sa nagpadala at 
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Personal Productivity Software 
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Units and offices using portable media to store personal data must ensure that the devices used 
are owned by UP Diliman and shall be strictly for official use only. Moreover, it is necessary that 
the data stored therein are encrypted.30 Laptops used by the units and offices in the performance 
of their respective duties and functions must also be encrypted31 and password/passphrase 
protected. 

As a general rule, the manual transfer of personal data stored in removable devices, such as USB 
flash drives, shall not be allowed. However, if the mode of transfer is necessary or unavoidable, 
authentication technology such as one-time PINs, or passwords, should be employed.32  

In order to avoid malicious attacks infiltrating the computer system where the device will be 
connected, the same must first be scanned and the computer system should likewise have an 
updated system security software.  

In the event that the portable media is lost, stolen, or its holder has ceased to be connected to 
the office 
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Chapter IV  Website and Cookie Policy 

 

The Data Privacy Act emphasizes the need for transparency in the processing of personal data. 
Therefore, users of a website must be informed if their personal data is being processed, and if 
so, the nature, extent, and purpose thereof.38  
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Chapter VI  Password/Passphrase Policy 

 

It is a must for all UP People to employ a strong password or passphrase to protect their 
respective devices from unauthorized use or access of email and email-enabled systems.  

A password is a string of characters, usually comprised of letters, numbers, and other symbols, 

-63-3, June 2017, 
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When mandated by the UP Diliman Computer Center or the UP Diliman Data Protection Office 
for a device, system or service, multi-factor authentication should be enabled. 
 
 

Chapter VII  Backup Policy 

 

To back up information is to create multiple copies of the same in order to facilitate its recovery if 
necessary.48 In the event of a data breach or incident, units and offices are expected to have a 
procedure to recover and restore the data and continue its operations. Thus, it is necessary for 
every unit or office to back up the personal information that they hold.  

 

Section 1: What to back up 

Units and offices are required to maintain a backup file for all the personal data it holds. Files that 
have been changed or modified must also be backed up regularly.  

It must be noted that while a full backup may be time consuming, it saves all the files and provides 
the fastest recovery method.  
 

Section 2: How to back up 

As much as 
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the appropriate office (i.e., UP Diliman Computer Center), and in accordance with its established 
guidelines, if any.  
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edit the file. Once the edited file has been sent via email or uploaded to a repository, it must be 
immediately be permanently deleted permanently from the personal device.71 

At all times during a work-related file is locally saved in a personal device, external parties are 
must be prohibited from accessing the personal device.72 

If appropriate under the circumstances, mobile device users are highly encouraged to regularly 
backup their devices to prevent any loss of data. 

 

Section 3: Cloud Policy 

Only official UP cloud storages may be used for private or confidential information. Cloud users 
should undertake the appropriate security measures to protect their accounts. They are highly 
encouraged to create strong passwords and employ, if applicable, a multi-factor authentication 
system. Passwords and passphrases used should comply with the Password/Passphrase Policy 
found in this document. 

UP People must ensure that at all times legitimate cloud storages are used and vigilance should 
be observed to prevent unauthorized or malicious software such as phishing sites. 

 

Chapter XIII  Firewalls, Antivirus, Intrusion Detection System, OS Patches, Penetration 
Testing 

 

Section 1: Inventory of Authorized and Unauthorized Devices 

Only UP Diliman issued devices shall be used to process personal data processed by a unit or 
office.  

It is incumbent upon every unit or office to regularly conduct an inventory of devices that are used 
to process the personal data that they handle. This includes not only the computer workstations 
of every Staff and Faculty but also the portable devices such as, but not limited to, USB flash or 
hard drives, mobile devices, and laptops. This is to determine whether there are any unauthorized 
devices that are con  

Ensuring that only official devices are used in a unit or office reduces the systems vulnerability to 
attacks. 

 

 
71 Sec. 3 UP Diliman Remote Work Privacy Guidelines, UPD DPO Memorandum No. EBM 20-04 issued 20 March 
2020.

71
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Section 2: Standard Configurations for Hardware and Software on Laptops, Workstations 
and Servers 

Units and offices are strictly prohibited from using pirated software on their official devices such 
as laptops, workstations, and servers.  

The UP Diliman Computer Center, in coordination with the respective units and offices, must 
ensure that secure and standard configurations are employed for hardwar
devices.  

Chapter XIV  Recognition of Electronic Documents and Electronic Signatures; Handling 
of Electronic Evidence 

 
Section 1: Recognition of Electronic Documents 

Subject to policies to be promulgated by the University, UP Diliman shall not turn a blind eye to 
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